;M..’ U

=ds"c>~;~5
SRS @it 53 o yivind
Windows 2000
Windows xp

Windows 2003



: User account
JCLIJNE4 DRI NV
User name
"IN[Tr5 1=, R <> 50 oolimwl wls a5 ola ST,

SSHEWA 2Slos Password

2(,U 53 o5l o 518) Builtin users _

(enable)ccsl Js p,8 fuy g0 ay Administrator
(disable) cusl Jad i b5 oy O 00 a Guest

55 Jlad é pU paadi 1) LT gt (g dictamd Bi> JolB puf USET 90 o]
Groups oy
1 sle 0g,5) 1 builtin groups_

Administrator (i

Users (Y

Guests (Y

Back up operators (¥
Power users (%

Remote desktop users (5



:administrator 04,5 (4

<0 )1 s 2elio 43 S dguo (g g ol uw yiwd 09,8 ol cliac!

user account i g yuidi ¢ Sl )

£

st 33 0O pin O ki Sl |

et 0 4y oo i g ki (gl 4l s

[USErs og ,S(Y

gl Lsi’ &io (gehak 4 9 ST O g0 41 4 03 n Wy St 5l 09,8 ol sLac!
SO sl aoliy i 152!

St slo Kl g (Ixo glo Kl Slostinul b lajeme iy
FamalS 43,5 shut down sStart

Wk Sydtal) b ady g LLB Y b cysgums Lan
Al g ol slb 4ol p s }

2 ol S yendd Aiilgied (peizma g 35,0 [ L Cudgasue les USETS 09,8 wils : gUESE og ,5(1
" QS lorl 395 desktop Lo

backup operator og,§(f

Iy eas axd 8 backup U g uis augs backup Ll 5l wislei o 09,5 opf slac] -
wably Al Ledold o] 51 eotiiwt 51y (3970 aSGT g0 uiiS restore

a5 logon g shutdownuilgie cyozxod -

Byt |y SECUTitY Ologkiss wiiles oni Jg -



e Cudgame (& i |; AAMINISTrators og,8 clajexe yiluy 0g,8 (ul laclpoOWer users og SO

i gla
o005 slayh (Lings 4 alaUISer BCCOUNT is |y i g USEF aCCOUNt oliyl] Lo jeome -t Y

power users, Buests Users gle oy,T )0 Cygac jtlauser 50,8 7ot

A ok uiled g0 |, backup operators sadministrators slo oy,

i

IRy Sl a1 T g wid i 1 U i conSUlo wiilyd (oo > Lyis Sguzma cudias

w5 unfoad Lload Wily i 1, Device drivers

' i
S 108ON 5auualS oy 550-01, 51 ity o0 09)F ol slastremote desktop users o S



Sl o s oy S
.Myﬁgow_d'ﬁthuﬁgaog)ﬁaL@T shasl a5 s b og,)S

SUSEF NAME | Sixy aiiamss ACCOUNE (g1 )15 45 ABLLEL sla s AANONYMOUS lOgON 09,5 ()

ASe s web site Ol i sl jo a8 g 0, 1 ,lus password

USEr | ayiidis ACCOUNT (g1 &F ouud az3Lud slo 5 - Authenticated users o4 ,5(Y

0955 e 13I8 1w WIS 100N Higuuols asaccount & ,b i (5,115 dg.05ls password gname

e oo authenticated users

ag,8 ol pie 2SS0 108ON 5 gunals” 4 dial up connection 3 ,b 51 a3 it b5 : Dial up og S(Y

Iy

~ authenticated 4 Guest o s anonymous logon ;| i ol )l5 aen : Every one o S(f

. users

W8 o 100N ,iguisls &1y gunols iy 1 45 Sl 5t INteractive oq,5(0

..\J,.&Gn‘_]..og ;WUqM@{)bjld‘Sitﬁ,U:Network os)f(?



tAccount v W slgiwlew

(configuring Account policies )

ACCOUNT POLICiES{ PASSWORD POLICY

ACCOUNT LOCKOUT POLICY

41 Enforce password history

2} Maximum password age
Password policy <3) Minimum password age

4) Minimum password length

\ 5) password must meet complexity reuirement

:Enforce password history()

S o3t PASSWOrd ek (o 50 (L3 SLaPasSWOrd 31 a5 pusS o yguio |yl Canid opal 4
Range:0 > 24 WS o) 5)laqS |y o, ama,U i

: maximum password age(Y

B i |y 295 password wadksine (ylo3 0 (IS 31 et @S o0 saumn by o5l5 Coomd ot 4o

Range : 0 - 999 days Not expire e phuo



: minimum password age (¥
AR paadi | 255 PASSWOT Wilgsi 51,18 0,485  pasiino (o) jlake U pad oo (asides Conud ol o
(Wbl yiaS Wl yoo Jeb maximum jlude 3l minimum jladis:asss)

Range : 0 - 999 days

: minimum password length(f

T (on pasida WS 3,19 PASSWOrD (5151 wilgd o )15 S 45 1 Jab (s 58 Caomad el 30

! Range: 0 - 14 characters

adl aiblai password uilyd 0 AccOunt o i

: password must meet complexity requirement(d

¥
1

oS ubr.uf suaRal g0 4 |y 095 PASSWOrd 45 0 iSao jauime (5 31 15" Caomnd ol 5o

,

Wb odaey 3oy S 1)A>2
) 2} a =Dz
L ol 51 G aw Jilao
J ‘ 3 _ 4 3) 099
Sl 4l 1) Canund 4)(*,2,1,:..)

1)Account lockout threshold
Account lockout policy< 2)Account lockout duration
3)Reset lockout counter after
:Account lockout threshold(}

9 95 3)lg olaiiil 1) 045 password ailyi o )b ada USer oG &5 i akies Coomd il 50

ange : 0 > 999 attempts.oed JA3 USEr ;1 4y bay e ACCOUNT S 3 g 1, 7eummc PASSWOR Wi Gige 51

Sg S48 55 e Account | e



: Account lockout duration(y

S aduies 1) ACCOUNt (S o 83 o) i Coonad o 5o
Range : 0 - 99999 minutes =69.4 days
:Reset lockout counter after(y
oLl (30,5 9,1y Olads dlass o jlaid (il (Gholreset g1y p3Y oloj e Coomnd ol e
oS o0 Lastino [y 338" buwgi password

Range:1l -» 99999 minutes

«client <, 59, Account policy 4y owyws glal,

:J,l OIJ
1)start/Run Stype=>GPEDIT.MSC ¥

2)Ioca| computer policy/computer configuration/windows setting/security setting/account policies

:pg9 ol

START/RUN-TYPE =MMC « (Microsoft Management Concole)()

45 LS Add/remove snap-in (g (e 3 BB sane 59 ( CONSOIE g oud G o e a(Y
a8 SIS Add ga; Add remove snap-in o s jo(Y

S Sul5 Add a5 e 9 BrOUp policy (59, Add stand alone snap in o,z ,0(F
48 S5 finish g4, select group policy object o 2y 50(0

S SIS close g4, Add stand alone snap in ey 008

WS S OK (g9, Add remove snap-in oy o (¥

2ag ) a3l 4 console o yxiy j3( A

local computer policy/computer configuration/windows setting/securlty settingfaccount policies



:NTFS PERMISSION

(1)File-level and Folder level security{NTFS PERMISSION)

2)Disk compression

NTFS polgs { 3)Disk quatas

4)File encryption

\

(" 1)Read
2)Write

< 3)List folder contents

i

NTFS folder permission 4)Read & execute

5)Modify

\_ 6)Full control
aNgd Sy o Woyuded je Lsld s | [READQY
advgy Sy Clio g Lepermission a0
List folder

READ Read attributes

Read permissions

(create files aos  oleds 1B ol ) write(y
< create folder o> gls subfolder sl >
(_write Attributes folder wlaw juis



ha? 1,.' folder b gioxo wilgine haits -List Folder Contents(y
Read ‘READ & EXECUTE(¥

List Folder Content

(a5 .I"?l RVIFCIVI 3 N @IP_I’_GLQ.LLB) Read & execute
Read ) :Modify (3 -

Write

Delete )
/ Read
Write
Modify < List folder contents

Read & éerute

\ Modify

Jots’ J =05 : full control(s

/
Read
Write

. List Folder contents
FULL CONTROL | Read & execute

Modify

\  Full coritrol - 9{ change permission

take ownership



7 Read
Write
NTFS FILE PERMISSION < Read & execute

" Modify

\. Full control
¢ Read data

1)READ| | Read Attribute

l.
Read permission

.’ L%
}
; r Write data

2)WRIf!E Append data
.

: Write attribute

. Read permission
3) Read & execute ~ Execute file
Read data

Read Attribute

9 Read permission

Read
4) Modify: < Write

Delete

5)Full control— ju 4as—>ake> ;| Change permissions , take ownership

AR



: ACCESS CONTROL LIST (ACL)
adg U bl G sla permission ot b owyiws J 558 Candd

abg b 15 S properties gl o glxo ;0I5 yo security adgy yw ylon

Local Disk {C:) Properties

General | Tools | Hardware i Shating |58C'Jfﬂ}'[ Quota|

Group of user names:

m Administrators {JAHAD-13FS3DDE 1\Administrators)
€7 CREATOR OWNER

ﬂi Evetyone

€7 SYSTEM

€72 Users (JAHAD-13F53DDE 1\Users)

[ Add... ][ Aemove J

Permissions for Administrators Allow Deny
Full Control O &y
Modify ] L
Read & Execute O - i
List Folder Contents O - !
Read g [
Wiite A :
Cmmnin | Dsrminaimmn =

For special permissions os for advanced settings,
click Advanced.

[, 0K ] [ Cancel ] .5.93[’.% .’ '

(USEr 355 slojamo bl o e USEY a5 1o 09, slojame gaxr )b jyze ot aea (V) 2 Effective permissions

overriding folder permission with file permission(y >~ Yoo slajexe

overriding other permission with deny(Y

Y



1 Jle gm0 (yad gor ()

-
userl->Read

12 i J S i < Group A->Write

Folderl

Group B->Modif

Folderl

effective permission=MODIFY

folder permission g, , lofile permission ;b axdgi (¥

Jlo

User1 Reﬁc( Foider 1

MCJ:_@ U

Effective permission=modify




Lpermission ;50 g9, » deny ub 4y (Y

deny uwx §pS oz 2 L) allow s permission wb se permission 0,5 axiw gl
i w5 05 ol 511y

£/ 1/5;’/ 0. \L[Vj FOLDER 1

i (.{}/ Wy., 719

&n R,
USER 1 2 K4 h

= e )
o
i){ijiﬂﬁﬁ}f Z-igé?ﬂ_ L— FILE 2 |

— FILE 1

| :NTFS PERMISSION IMHERITANCE

FOLDER

FILE1 '

AR



1) Read attributes

2)Read extended attributes
3)Créate file / write data
4)Create folders/ append data
5)Write attributes

6)Write extended attributes
7)Delete sub folders and files

8)Delete

9)Read permission
10)Change permission

-~ 11)Take owner ship

12)Full control

13)Traverse folder/ execute file
14)List folder/ read data

oo D e

o sbjex L Special permission

L permission 3,5 i

Cogd o0 4 (3 (slb PEIMISSION muiS oo o5 15 5,90 b Bld By

NTES
GEAN

|

Folder 1

/ <>
Q \
&Jjﬁ/f’ ey 5

v

&

[

File 1 C"/. 7,

N
CiN FUJ
v R
Folder2
Vel Gl
Fq,“ Co lTh@
Filel |
R/\/v/
o

éab pﬁ/n’h‘fsmﬂ ()[_[O’

Vo



/\,’TF% NTFS
C:\ D:\
- w v Vo fli Gl
2amines ’{w Folder 1 Folder2 R
i Guest 23 S 7 l Jv %
| om [ DD
re1 | Cop File 1 45// .

R/,

14
—- o . .USER°
ot Ufm/%frﬂ;gyan 0> 4

<

4 . -
'{/"” f@"!ﬂ@ﬁ:bll pLED Pd’fmis‘j (0N

Rl

G)Pj > \ /‘”"‘"_’F‘ P EYmissie !
# .
 Ferimg 55lon
| (;
-
{)j FE:/

w153 s PERMISSION oo FAT 30 (592 9950 st 5| WPERMISSION

1



03gd (o0 42 (3 GWPERMISSION (viSeo MOVE 1, (LB L ;093 54
NTES

Al
AR (:";J Catmies® D
|

Folder2

W

pine <«
“'-——__y_._————”‘

} it 5 (o Foymission

Ty NTES ‘\"’9- —
C: A N

P D\ e Cadrins$ >

Folder 1 Folder2 e R /4,/

R Move Fulf (bn‘h’*’(
File 1
S'IM
\k,
i o G Pevmiss ion
‘ ({\
Mole j ermitsign
D:/ NTES
C:/ NTFS
; — N[Ov’e . \ £89° o Poymission
2 (0 frrmission ] g fermiss
./],10%,

E:/ FAT

f‘/}};(g‘?f%rmf%lb}’l éjs FAT \

PAY oo
/ <‘)Vz2’ VI gl Ferissian



Compression (g 3lwod yhd

3 436 10 Sy (59, LM (530 0,253 (611 (6 ik (5Ltd 41 Zleznl o5 iloj

S 00 8 1) OleMlbl ouilaien oo gilane 9 519) LS g Cudyb 3905l )80
3
Lasd (533 yu 3 5 puS ol ()

hiin byl L 30 1y g8 b ki gmbgn sk S50 b Syl s iy Sl 00yl sla 1381 0 5 45 Jguol

s

153155 b ST, B (Y

55 e Ll S sl 4599, %n Jelh 53 0 555 (51,21 Jldo

e L Ll 1,85 wlids slans )

oplin yiaf Ll o (55lw 00 283 31wy & Sledlit () S 00 pld L 1y Sl ax
Sl a3¥ ploy Jao 4 )me o )15 gy Lt s yiaS o5 SLMLI(Y
(comprass, uncompress

Joo 0gbiund yioS LT w6 3hw 00 piid 3 Ly sl 00 b Lol b a5 e sls -
jpg,gif,mpg,mp3

dgutune o w20 Vo G &+ 31 Wil paxo (g5l 00 pld 3 sBMP oTXT . Jio alebss -

pSLe,uT x> LG & gam Oledd 0 dae 393 o ,SCOMPRESS L wiz 1 Lo ool -

Dglire p 5 b 5 ANl 3 gulanes



COMPRESSED(ZIPPED) FOLDER jl oslizaf(d |  WINXP s L 00 pi3

"

NTFS 511,0 (30,5 00,85(r |

COMPRESSED(ZIPPED) FOLDER slFg
NTFS g51,0 9y ph9 FAT oy $9) o2 el ()Y

19055121 oF el Sl pdm g wio laiue 1y ol ay0 slo g8 g Ll (v
W0 i | o (ledsld lgitans

U5l g conl 150 5lo,098 g logalyo 4 yulad by 900 2 3l gl a0 > 5 julgd ol (¥
<l PKZIP 9 WINZIP J20ZIP gla, 1330 o %50

3300 UNCOMPRESS 46 41 wats 1,5 UNCOMPRESS _jo o5,

:‘COMPRESSED(ZIPPED) FOLDER Slxs| of

COMPRESSED(ZIPPED) FOLDER —NEW —s ,26iy Il om0 <SS

14



NTFS g3159 30 1 yudgd g Lghald (40,5 00 yid
Gl s 5K FOLDER G FILE 4 bgype PROPERTIES 0,20 (34 b 5t 5 o
COMPRESS CONTENTS/ s 35/ ADVANCE ao5s/ adigs oGENERAL / kil 5,90 adigy & by o Propertiess yxiy

032 30 e o FJOK 4055 ¢ puifoo Cliiif FOLDER <SS (510 [;COMPRESS &y 35 289
Sgdonn yills als 3 90 b ;oSPROPERTIES

You have chosen to make the Following attribute changes:

COMPFESS

Do vou wart to apply this change to this folder only, or do you want to
apply it to all subfolders and files as well?

O apply changes ta this Folder only
(3 Apply changes ta this folder, subfelders and files

[ QK ]I Cancel l

NTFS ’.1')0 gn’; Oéﬁnﬁ
COMPRESS Drive to Save Disk Space/a ;5 ADVANCE woSof gy jwGENERAL [ 153 5 50 g0 " by aPropertiess =y

P et P e

Confirm Attribute Changg

You have chosen to make the following attribute changes:

COMpress

Do you want to apply this change to F:3 only, or do you want to apply it to
all subfolders and Fites as well?

(O apply changes ta F:i only
¥ Apply changes ta F:\, subfolders and files

[_ QK H Cancel ]




a 00 COMPRESS 45 NTFS o158 595 5w 311, gl abgs b Jobb a5 > )0 lagd
o duaie 3 ddiss b BB o pasd JESINTES 51,0 oslad 595 5550 oo

. . _ ,
Compress | wy 9,10 duade ay Siaws 500 Ll ;o wilo 0 SL cOmpress
: Com[)?‘fﬁﬁ

IR e

NTFS DRIVE

ENERYPTING FILE SYSTEM (EFS)
NTFS 93150 &3 10 1 ;0058 g Lghid (0 5 0
503,50 palyd b Jslb & Igs,0 PTOPETtiess iy IGENERAL aty; pod ADVANCE 4a5o/ENERYPT CONTENTS TO SECUREDATA 43355
5,SENERYPT 1 COMPRESS 1, adigs b Jol Sy lgsen kaiis amlg T 30
ISl 0ah 3oy @ 08 b ob wilged Jol & (ot (S

RECOVERY AGENT ol eele

g0 3l o5 (51t VIEW Cao3 50 FOLDER OPTION 5 (gl a3

SHOW ENCRYPTED OR COMPRESSED NTFS FILE IN COLOR

COMPRESS — il &S,

ENERYPT— oo S5,

Yi



Disk Quota Send 19 3 (S dnoger

Files (F:) Plope;lles

| General || Tooks i Hardware | Sharing f Securilyl l

% Status: Disk quotas are disabled

Enable quata management
] Denyp disk space to users exceeding quota limit
Select the default quota imit for new users on thes volume:

{&) Do not limit disk usage
O Limit disk space to 1 Ly vt

St warery bve e Ne Lt

Select the quota logging options fos this volume:

] Log evert when a user exceeds their quota limit

[]Log event when a user exceeds their warning level

| Quota Endries... I

o J{ concel J[_ omy |

;S ol |, Quota Entries aso )

D Quota Entries for Files (F:}
Quota Edt View Help

DX&wQ
Status . Namel Logon Name ;  AmountUsed;  QuotaLlimit Warning Level Percent Used
ELILTIN Administzators 0 bytes Wolimt = Notimit'

1 total item(s), 1 selected.

Quota S0 3l oylei oo Quota ENtries cuawd 0 dyia USEr S 53,5 3,lg sly

3,5 wisit | New Quota Entry a3

AR



;‘J’bz JA

1P 99 ovowd
ACTIVE DIRECTORY

FL

WINDOWS 2003 SERVER

Yy



DOMAIN FUNCTIONAL LEVELS

WINDOWS 2000 MIXED

S Jole phas a5 (589 bg paiKno w0ai2003 599 69, |, ACTIVE DIRECTRY i3
) papose s, WINDOWS 2003 SERVER 4 |,DOMAIN CONTROLLER
Sgime i SWINDOWS 2000 MIXED gy, DOMAIN CONTROLLER

1

WINDOWS NT WDOMAIN CONTROLLER U ,i5 o;L>WINDOWS 2000 MIXED
Saoe |, WIN 2000,WIN2003

WIN 2000 NATIVE

‘slelole pivww (59, 40n FOREST ;0 5g>90 sla DOMAIN CONTROLLER S
NT joueg b s Domain Controller Jx)u LUWINDOWS SERVER,WIN 2003
WIN 9, DOMAIN CONTROLLER 4 Lgs .0 FUNCTION LEVEL ylgine { ol asiblas

o, LadNATIVE « 40, YU 1, SERVER2003

$95 6 » DOMAIN CONTROLLER U ,i5 o5l> | Liis WIN 2000 NATIVE ! st
| 2B |, SERVER 2003, WIN SERVER2000 Lole piumess

WIN SERVER 2003 INTERIM

WI;N $9,DOMAIN CONTROLLER «; I;NT ¢5,DOMAIN CONTROLLER a5 Jloj
LE\IJEL ol Cdge job 4 lgie pisio Oloy! WU FOREST G g pubuwe 15145 ,12003
3,5 sl 1, FUNCTION

WIN WDOMAIN CONTROLLER U ,U5 o;l>! tais WIN SERVER 2003 INTERIM
G:L......,....; i, win 2000 sl» domain controller cxuaaw |, win server2003,NT4
VLIPS

¥i



Win server 2003

Al Yoo ¥ yo w0 jaudyg, domain & slo domain controller sles fole yianass
functional level .y1.0,5 Los Win server 2003 « 1, LT functional level a0

Sbdus |y YooV 590059 sle domain controllery U5 o5l laid

: DOMAIN 3 ag 5
:GROUP TYPES

&'yt 2 BPERMISSION (T & )lgiue 45 wiiuud  slong ,$:SECURITY GROUP (4
(Distribution ool 22397 Ut g,S (il uliled g0 Ly, clols 2ol &y oo yiuwrd
M5 63l i 1, Group)

Olgians Ll 59, SPERMISSION g 45 wisiud o3 lep 9,5 Distribution Group(Y
o.!_| 3 M‘,..u.n K PRV u_‘>|).|a Active directory L W elpas 2o aolyp .b.i:’.a; Jles!
(298 S, paae) exchange server L uiis ooliswl g,

Global groups
Group scopes Domain local Groups

Universal Groups

:Global Groups

Aiifed | 0 Ul LAy i ol B9y 0955 (pl 45 s domain sle 5 auels g Lepg S, Lauser ks
g o] guac

(Global)uoull axils o yiws forest G S50 zilin plod 4y uiilyd o0 09,5 ol L]

Yo



: Domain local Groups

Nigd 3] guis udilgie fOrest ;o domain ya sla gl g L2y )5, lauser

PENWR-TRe S Q.l‘ S92 2955 ol as sdomain asln & o yiaws ol aid 09,5 it slac!

(Local) .o s

: Universal Groups

daok ..Luls.'«'.:.n 03; "_,.3] slas! - auils «° G|Oba|3 Domain lOCBlog)f g0 W e \

gool oo 30 ol dod a1 o puwd g Al forest plai 10 Wb yiguuels o g S, lauser

aoils asils forest

sl domain functional level gl,)ls a5 ol domain o kias Universal Groups

o ool g oltws 18 uics windows server 2003 ; Windows 2000 native

Windows 2000 mixed ¢l» FUNCTIONAL LEVEL { ¢ domain ;o wipls Wb

oy god louws LB interimg

- I3 03; ‘55&5'

Group scope

Windows 20600 mixed

Windows 2000 native and
Windows server 2003

oled 51 s yemsls g La user

global group 4 s ,ieelf o ls user

Global Domain Domain ;Lo ;i
global group 3 s yepels 9 b user
Domain local global 3 b ,igmels 9o user Domain ,» 3! universalgroup
Domain ,» ;i group oles ;1 e domain local groups

domain

. lobal 5 L ysnwls s user

FUNCTIONAL 50 olows 5 | B000 2 Br=e®s
Universal 3 universal group 5 group

abbeses LEVEL

forest ;o ¢ Domain ,»

L




tActive Directory ;9 4olw s sl og S

built-in algs ;o Loy F(1 | 09,5 atws 4w Active Directory ;o

User aligs ;0 L )5 (Y

stbolbds (P15 lpg SV |

? W10 3929 (P58 ey Cyge &

built-in adgs )5 (p 5 fn SlpysS

Slonsogi

09,5 pU

4 9 'wicud ACCOUNT 951 31 09,5 cpil (glas!
S gt gk 09,5 (il (P8 Lt Disgeo

I
User.g Group count «ilgiue 09,8 (! slac!
ki 0258 Sl | cOmputer account g count
LRy i o3l (g aliS Bda b g Wi
&, |, Domain Admins g Administrator
Lol g ,§ ol a1y (gguae wilei od amy
Ao Bde b g uceo pati L 0l

ACCOUNT OPERATORS

Yy




	Opration System Network

